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C8 Placing the Suspect “Behind the Keyboard” Through the Application of 
+DQGZULWLQJ�$QDO\VLV�WR�06��2I¿FH�2QH1RWH��)LOH�&RQWHQW

Thomas L. Murray, MS*, US Army Criminal Investigation Laboratory, 4930 N 31st Street, Forest Park, GA 30297; and Joseph L. White, 
MS*, US Army Criminal Investigation Laboratory, Digital Evidence-CFI, 4930 N 31st Street, Forest Park, GA 30297

After attending this presentation, attendees will have a general understanding of the potential value digitally captured handwritten 

FRQWHQW�PD\�SURYLGH�LQ�WKH�LQGLYLGXDOL]DWLRQ�RI�GLJLWDO�HYLGHQFH�
7KLV�SUHVHQWDWLRQ�ZLOO�LPSDFW�WKH�IRUHQVLF�VFLHQFH�FRPPXQLW\�E\�SURYLGLQJ�DQ�DGGLWLRQDO�PHWKRG�IRU�OLQNLQJ�DQ�LQGLYLGXDO�WR�VSHFL¿F�

GLJLWDO�HYLGHQFH�¿OHV�DQG�RU�GHYLFHV�
2QH� RI� WKH� FRPPRQ� LVVXHV�ZLWK� WKH� H[DPLQDWLRQ� RI�'LJLWDO� DQG�0XOWLPHGLD� (YLGHQFH� �'0(�� LV� LQGLYLGXDOL]DWLRQ� RI� UHSRUWHG�

GDWD�WR�D�VXVSHFW���:LWKRXW�DGGLWLRQDO�HYLGHQFH�VXFK�DV�¿QJHUSULQWV��SKRWRJUDSKLF�HYLGHQFH��RU�ZLWQHVV�WHVWLPRQ\��SODFLQJ�WKH�VXVSHFW�
³EHKLQG�WKH�NH\ERDUG´�RI�DQ�HOHFWURQLF�GHYLFH�PD\�EH�D�GDXQWLQJ�WDVN�IRU�WKH�'0(�H[DPLQHU���7KLV�ODFN�RI�DELOLW\�WR�LQGLYLGXDOL]H�WKH�
HYLGHQFH�WR�DQ�LQGLYLGXDO��UDWKHU�WKDQ�MXVW�D�³XVHU�RI�WKH�HOHFWURQLF�GHYLFH�´�LV�VRPHWLPHV�SURYLGHG�DV�DQ�DUJXPHQW�WRZDUG�ODEHOLQJ�'0(�
examination as an investigative/intelligence tool rather than as a true forensic science.  This presentation was developed from the results 

RI�DQ�LQYHVWLJDWLRQ�ZKHUH�KDQGZULWWHQ�GDWD�DOOHJHGO\�FDSWXUHG�XVLQJ�D�WDEOHW�W\SH�HOHFWURQLF�GHYLFH�ZDV�LQGLYLGXDOL]HG�WR�WKH�VXEMHFW�
under investigation through handwriting comparison.

Evidence was submitted to the United States Army Criminal Investigation Laboratory (USACIL) for digital evidence analysis 

related to the possession of suspected child pornography.  Of the 134 items submitted for analysis, 67 items were subjected to either a full 

RU�WULDJHG�DQDO\VLV�ZKLOH�WKH�UHPDLQGHU�ZHUH�HLWKHU�QRQ�IXQFWLRQDO��FRQWDLQHG�QR�GDWD��RU�ZHUH�UHPDQGHG�EDFN�WR�WKH�VXEPLWWLQJ�DJHQF\�
for either manual review or an additional request for further examination.  Of the 67 items examined, 32 contained pictures and/or videos 

of interest to the investigation and seven items contained additional case-pertinent data.  The results of the initial triaged analysis of the 

evidence indicated one of the largest collections of suspected child pornography in USACIL history. 

,Q�DGGLWLRQ�WR�WKH�ODUJH�DPRXQW�RI�VXVSHFWHG�FKLOG�SRUQRJUDSK\��VHYHUDO�0LFURVRIW®��06®��2I¿FH�2QH1RWH®�¿OHV�FRQWDLQLQJ�DSSDUHQW�
KDQGZULWWHQ�FRQWHQW� UHODWHG� WR� IDQWDVL]HG� VH[XDO� UHODWLRQV�ZLWK�XQGHUDJH�SHUVRQV�ZHUH�REVHUYHG�� �&RRUGLQDWLRQ�ZLWK� WKH� VXEPLWWLQJ�
agency resulted in a request to have a USACIL document examiner attempt handwriting comparison on the recovered digital data.  

A preliminary examination of the OneNote®�¿OHV�GLVFORVHG� WKDW� WKH�KDQGZULWWHQ�HQWULHV� DSSHDUHG� WR�EH� IUHHO\�DQG�QDWXUDOO\�ZULWWHQ�
DQG�FRQWDLQHG�VXI¿FLHQW�GHWDLO�IRU�FRPSDULVRQ���&RSLHV�RI�WKH�¿OHV�ZHUH�SURYLGHG�WR�WKH�VXEPLWWLQJ�DJHQF\�ZLWK�LQVWUXFWLRQV�WR�REWDLQ�
FRPSDUDEOH�NQRZQ�ZULWLQJ�IURP�WKH�VXVSHFW���8SRQ�UHFHLSW�RI�WKH�NQRZQ�ZULWLQJ�VDPSOHV��D�KDQGZULWLQJ�H[DPLQDWLRQ�FRPSDULQJ�WKH�
questioned writing from the OneNote®�¿OHV�WR�WKH�NQRZQ�ZULWLQJ�RI�WKH�VXVSHFW�ZDV�FRQGXFWHG���7KH�UHVXOWV�RI�WKH�H[DPLQDWLRQ�LGHQWL¿HG�
the suspect as the author of the questioned handwritten entries.

As a result of the joint examination efforts between digital evidence and handwriting examiners, the suspect was conclusively 

OLQNHG�WR�WKH�HOHFWURQLF�GRFXPHQW�DQG�WKHUHIRUH�OLQNHG�WR�WKH�GHYLFH���:LWK�WKH�GHYHORSPHQW�DQG�HQKDQFHPHQW�RI�PRUH�HOHFWURQLF�GHYLFHV�
FDSDEOH�RI�FDSWXULQJ�KDQGZULWWHQ�GDWD�VXFK�DV�WDEOHWV��WRXFK�VFUHHQ�PRQLWRUV��DQG�VPDUW�SKRQHV��WKH�OLNHOLKRRG�RI�¿QGLQJ�KDQGZULWWHQ�
GDWD� RQ� HOHFWURQLF� GHYLFHV�PD\� EH� LQFUHDVLQJ�� �7KH� UHVXOWV� RI� WKLV� FDVH� VWXG\� LQGLFDWH� WKH� SRWHQWLDO� IRU� LQGLYLGXDOL]DWLRQ� RI� GLJLWDO�
HYLGHQFH�WKURXJK�KDQGZULWLQJ�DQDO\VLV�FRQGXFWHG�RQ�GLJLWDOO\�FDSWXUHG�KDQGZULWWHQ�PDWHULDO���7KHUHIRUH��WKHVH�W\SHV�RI�¿OHV�VKRXOG�QRW�
EH�RYHUORRNHG�DQG�D�PRUH�FRQFHUWHG�HIIRUW�WR�ORRN�IRU�WKHVH�W\SHV�RI�¿OHV�PD\�EH�ZDUUDQWHG��

7KH�RSLQLRQV�RU�DVVHUWLRQV�FRQWDLQHG�KHUHLQ�DUH�SULYDWH�YLHZV�RI�WKH�DXWKRU�DQG�DUH�QRW�WR�EH�FRQVWUXHG�DV�RI¿FLDO�RU�DV�UHÀHFWLQJ�WKH�
YLHZV�RI�WKH�'HSDUWPHQW�RI�WKH�$UP\�RU�WKH�'HSDUWPHQW�RI�'HIHQVH�
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